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ARTICLE 19 Calls for Meaningful Consulta8on on Dra: Cyber Protec8on Ordinance 2025 

Dhaka, 03 February 2025: ARTICLE 19, an interna0onal human rights organiza0on, dedicated to 
promo0ng freedom of expression and the right to informa0on, has called for meaningful and 
effec0ve consulta0ons with relevant stakeholders before the enactment of the DraR Cyber 
Protec0on Ordinance 2025. The interim government's advisory council approved the draR of the 
Cyber Surokkha Adhyadesh 2024 (Dra: Cyber Protec8on Ordinance 2025) on 24 December 
2024. Prior to draRing the ordinance, the interim government failed to conduct meaningful 
consulta0ons with relevant stakeholders. The draR ordinance in its present form could severely 
undermine independent journalism, as well as the rights to freedom of expression, in the 
country. ARTICLE 19 is calling for the Cyber Protec0on Ordinance 2025 to:  

• comply with interna8onal human rights standards, par0cularly those related to freedom 
of expression, privacy. 

• should provide clear and precise defini8ons for terms like "cyberbullying," "aiding," and 
"spreading hate," ensuring they are narrowly tailored to target only harmful, illegal 
ac0vi0es like incitement to violence 

• that government bodies including law enforcement should operate with greater 
transparency and be subject to independent oversight, ensuring that these bodies’ 
ac0ons are publicly accountable and that decisions, par0cularly those affec0ng ci0zens' 
rights, are subject to review. 

• must integrate robust safeguards to protect privacy and personal data as well as against 
safeguards against mass surveillance, ensuring that cybersecurity measures do not 
compromise individuals' fundamental rights. 

The draR ordinance has faced harsh cri0cism in Bangladesh. Journalists, lawyers, teachers, 
human rights defenders, and ac0vists have severely cri0cized it, as the proposed law uses many 
terms that lack clear defini0ons, crea0ng opportuni0es for misuse due to their vagueness. Many 
terms in the law lack clear defini0ons, crea0ng opportuni0es for misuse due to ambiguity. Civil 
society members have ques0oned the draRing process, no0ng the lack of an inclusive and 
meaningful consulta0on process. Ini0ally, the interim government allowed only three days for 
comments on the draR law. Amid widespread cri0cism, the government has uploaded an 
amended version of the draR ordinance on the ICT Division website and reopened the 
opportunity for comments from 22 January 2025 to 06 February 2025. 

The newly approved draR retains several provisions from its predecessors, which had been 
widely cri0cized for suppressing freedom of expression. Ini0ally, Sec0on 57 of the Informaton 
and Communica0on Technology Act, 2006 (ICT Act), was frequently u0lized by the government 
to curtail freedom of expression, dissent, and poli0cal opposi0on. Following widespread cri0cism 
from various domes0c and interna0onal stakeholders, this provision was repealed with the 
enactment of the Digital Security Act, 2018 (DSA). 

However, the DSA effec0vely reintroduced the restric0ve elements of Sec0on 57 in a more 
repressive manner, incorpora0ng them into mul0ple sec0ons alongside newly defined offenses. 

https://ictd.portal.gov.bd/sites/default/files/files/ictd.portal.gov.bd/page/6c9773a2_7556_4395_bbec_f132b9d819f0/%25E0%25A6%25B8%25E0%25A6%25BE%25E0%25A6%2587%25E0%25A6%25AC%25E0%25A6%25BE%25E0%25A6%25B0%2520%25E0%25A6%25B8%25E0%25A7%2581%25E0%25A6%25B0%25E0%25A6%2595%25E0%25A7%258D%25E0%25A6%25B7%25E0%25A6%25BE%2520%25E0%25A6%2585%25E0%25A6%25A7%25E0%25A7%258D%25E0%25A6%25AF%25E0%25A6%25BE%25E0%25A6%25A6%25E0%25A7%2587%25E0%25A6%25B6%2520%25E0%25A7%25A8%25E0%25A7%25A6%25E0%25A7%25A8%25E0%25A7%25AB_v15-WOColor-22.01.2025.pdf


     Defending freedom of expression 
   and informa0on

Bangladesh & South Asia 
Plot # 3 & 4, Avenue # 3, Hazi Road, Rupnagar, Mirpur – 2, Dhaka – 1216, Bangladesh

The DSA faced extensive cri0cism for being employed as a tool by the government to suppress 
dissent, target poli0cal opposi0on, and curtail the ac0vi0es of journalists, students, and ac0vists. 
In September 2023, amid growing domes0c and interna0onal condemna0on, the government 
replaced the DSA with the Cyber Security Act, 2023 (CSA). Although framed as a more moderate 
alterna0ve, the CSA retained several controversial provisions, including criminalizing certain 
forms of free speech, gran0ng arbitrary powers to law enforcement for arrest, search, and 
seizure, and empowering authori0es to block or filter content with minimal oversight. These 
provisions con0nue to raise concerns regarding poten0al misuse and their impact on 
fundamental rights. 

Similar to its predecessors, the newly draRed ordinance raises significant concerns due to its far 
reaching implica0ons for human rights, governance and accountability specifically provisions that 
restrict free speech and could poten0ally be used to harass individuals. Some of the problema0c 
provisions are as follows: 

Sec8on 8 of the draR ordinance grants broad and unchecked authority to the execu0ve to block 
or filter informa0on it finds objec0onable. Under interna0onal law, any restric0ons on freedom 
of expression must be prescribed by law and meet the criteria of necessity in a democra0c 
society. 

Under Ar0cles 12 and 13 of Chapter IV, the establishment of a Na0onal Cybersecurity Council is 
proposed. This body would wield expansive and unchecked powers to develop inter-ins0tu0onal 
policies, enact regula0ons, and effec0vely control "cybersecurity infrastructural development." It 
would also oversee the Cybersecurity Agency, which is to be created under the same ordinance. 

According to Sec0on 8, the ordinance further grants significant authority to the director general 
of the Na0onal Cybersecurity Agency. The director general could request the removal or blocking 
of any informa0on deemed to pose "cybersecurity risks." Without judicial oversight, such powers 
carry a high risk of misuse. Of par0cular concern is the composi0on of the Council which will be 
chaired by the country's Head of State and supported by a high-ranking con0ngent of 
government officials, including the ICT Minister and Directorate Generals of various intelligence 
and defence agencies. This concentra0on and centraliza0on of authority raises serious concerns 
about accountability and the poten0al for government overreach with limited checks and 
balances. 

Bangladesh's persistent challenges in the ICT sector stem from a deliberate policy of centralizing 
communica0ons infrastructure and control under the former regime. This approach allowed 
authori0es to coercively and arbitrarily pressure internet service providers to intercept data, 
censor content, and implement internet shutdowns on mul0ple occasions. These ac0ons 
resulted in serious human rights viola0ons under interna0onal law and produced widespread 
disrup0ons to public life, hindering economic ac0vity and viola0ng people’s right to access 
informa0on, carried out with absolute impunity. The ordinance gives authori0es the power to 
intercept communica0ons and monitor digital ac0vi0es under the guise of cybersecurity. This 
raises privacy concerns and risks crea0ng a surveillance state. 
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Sec0on 25A of the ordinance defines cyberbullying as acts of in0mida0ng, threatening, or 
harassing individuals or groups online, as well as dissemina0ng harmful informa0on, defamatory 
content, or abusive language that damages a person's reputa0on or mental well-being. However, 
the broad and vague nature of this defini0on creates significant poten0al for misuse. It could 
discourage people from expressing their opinions for fear of causing offense, thereby shrinking 
the space for open cri0cism. Journalists, too, would need to exercise extreme cau0on in their 
repor0ng to avoid falling afoul of this provision. If someone claims to feel defamed, insulted, or 
mentally harmed, they could file a case, leading to the possibility of warrantless arrests by the 
police. 

Sec8on 26 criminalizes the publica0on of informa0on, in any form, that intends to spread hate. 
This provision is inconsistent with interna0onal standards on freedom of expression, as it seeks 
to protect religious values or feelings rather than an individual’s right to freedom of religion. 
Vague terms like "hate" can be misinterpreted or exploited to suppress legi0mate cri0cism or 
dissent, especially on sensi0ve topics like religion, where such provisions have been used 
dispropor0onately against minority groups, journalists, ac0vists, and poli0cal opponents. In 
addi0on, by criminalizing speech that "intends to spread hate," the provision risks crea0ng a 
chilling effect, where individuals refrain from discussing or cri0quing religious prac0ces, 
ins0tu0ons, or policies out of fear of legal repercussions. This discourages open dialogue 
restric0ng people’s right to freedom of expression and may dispropor0onately target minority 
voices.  
  
Sec8on 27 penalizes anyone who "aids" in the commission of an offence under the Act, assigning 
the same punishment as the primary offence. However, the draR ordinance does not define what 
cons0tutes "aiding," leaving room for overly broad subjec0ve interpreta0ons that could 
criminalize a wide range of internet users, this ambiguity increases the likelihood of misuse. To 
avoid misuse and ensure fairness, the ordinance must clearly define "aiding," limi0ng its 
applica0on to cases where an individual inten0onally and substan0ally contributes to an offense. 
Safeguards must also be included to protect freedom of expression and prevent arbitrary 
enforcement. Finally, this provision may discourage people from engaging in legi0mate online 
ac0vi0es, including discussions, collabora0ons, and sharing of informa0on. Fear of being accused 
of "aiding" an offense could lead to self-censorship, undermining freedom of expression and 
par0cipa0on in online spaces. 

Sec8ons 33 and 35 grant the police sweeping powers to enter, search, seize, and arrest without 
adequate safeguards, raising significant concerns about undermining individual’s rights to privacy 
and due process, as well as the poten0al misuse and abuse of authority. They could be 
weaponized to target poli0cal opponents, journalists, ac0vists, or anyone cri0cal of the 
government, leading to self-censorship, fostering fear, silencing dissent and eroding democra0c 
discourse Without proper safeguards, these provisions may incen0vize corrupt prac0ces, such as 
unlawful deten0ons, extor0on, or confisca0on of property under the guise of cybersecurity 
enforcement. To ensure accountability, the ordinance must require judicial oversight, introduce 
strict procedural safeguards, and align with interna0onal human rights standards. Without these 
measures, these provisions risk undermining the very principles of jus0ce and security they claim 
to protect. 
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Based on past experiences with Sec0on 57 of the ICT Act, the DSA, and the CSA, we believe that 
the remaining problema0c provisions in the draR ordinance could be used to suppress dissent, 
poli0cal opposi0on, and freedom of expression. In addi0on, the ordinance fails to address any 
structural issues around censorship, surveillance, consolida0on of state power, and discre0onary 
power given to law enforcement and intelligence agencies. Laws with such significant 
implica0ons for the general public, journalists, and human rights defenders should not be passed 
has0ly. The Cyber Protec0on Ordinance 2024 risks undermining democra0c principles, curtailing 
fundamental freedoms, and fostering an environment of fear and surveillance. To address these 
issues, the ordinance needs substan0al revisions, ensuring that cybersecurity measures are 
implemented in a way that respects fundamental rights, upholds transparency, and includes 
independent oversight mechanisms. ARTICLE 19 urges a comprehensive review and amendment 
of these provisions in accordance with the Interna0onal Covenant on Civil and Poli0cal Rights 
which Bangladesh is a party to. 


