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https://www.brookings.edu/techstream/how-to-reform-police-monitoring-of-social-media
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https://www.ohchr.org/en/press-releases/2022/09/spyware-and-surveillance-threats-privacy-and-human-rights-growing-un-report
https://www.ohchr.org/sites/default/files/HRBodies/HRC/RegularSessions/Session27/Documents/A.HRC.27.37_en.pdf
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https://www.reuters.com/article/myanmar-politics-surveillance-intercept-idCNL4N2MJ3KK
https://www.reuters.com/article/myanmar-politics-surveillance-intercept-idCNL4N2MJ3KK
https://myanmar-now.org/en/news/telenor-says-government-is-seeking-direct-access-to-customers-personal-data/
https://www.nytimes.com/2021/03/01/world/asia/myanmar-coup-military-surveillance.html
https://www.nytimes.com/2020/09/08/world/asia/myanmar-rohingya-genocide.html
https://www.justiceformyanmar.org/press-releases/justice-for-myanmar-publishes-details-of-myanmars-tools-of-digital-surveillance-and-repression
https://thehackernews.com/2019/07/finspy-spyware-android-ios.html
https://thehackernews.com/2019/07/finspy-spyware-android-ios.html
https://www.aljazeera.com/news/2023/1/15/israels-cognyte-won-myanmar-spyware-tender-before-coup
https://www.justiceformyanmar.org/press-releases/jfm-calls-on-israels-attorney-general-to-take-urgent-action-following-application-for-criminal-investigation-into-cognytes-business-in-myanmar
https://freedomhouse.org/report/freedom-net/2021/global-drive-control-big-tech
https://www.state.gov/reports/2021-country-reports-on-human-rights-practices/burma/
https://www.rfa.org/english/news/myanmar/simcards-10032022211504.html
https://mmbiztoday.com/imei-number-of-mobile-phones-required-to-be-registered/
https://www.privacyinternational.org/news-analysis/3303/myanmar-dangerous-plans-national-digital-id-and-biometric-sim-card-registration
https://www.irrawaddy.com/news/burma/myanmar-junta-leaked-memo-shows-resistance-growing-beyond-control.html
https://www.justiceformyanmar.org/stories/tools-of-digital-repression
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https://www.rfa.org/english/news/myanmar/ids-10042023162309.html
https://www.rfa.org/english/news/myanmar/ids-10042023162309.html
https://myanmar-now.org/en/news/myanmar-junta-seeks-chinas-help-with-new-electronic-id-system/
https://www.telenor.com/sustainability/responsible-business/human-rights/human-rights-in-myanmar/myanmar/authority-directives-since-1-february-2021/
https://ooredoo.com.mm/portal/en/ogannouncesthesale
https://ooredoo.com.mm/portal/en/ogannouncesthesale
https://www.accessnow.org/myanmar-coup-two-years-statement/
https://www.justiceformyanmar.org/press-releases/sanction-mytel-for-complicity-in-the-myanmar-militarys-crimes
https://www.rfa.org/english/news/myanmar/simcards-10032022211504.html
https://www.myanmar-now.org/en/news/telenor-will-transfer-call-data-records-for-18m-subscribers-to-junta-linked-company
https://www.justiceformyanmar.org/stories/israeli-surveillance-firm-cognytes-business-in-myanmar-exposed
https://www.reuters.com/world/asia-pacific/exclusive-myanmars-junta-rolls-out-chinese-camera-surveillance-systems-more-2022-07-10/
https://thediplomat.com/2023/04/myanmars-military-junta-and-the-neo-authoritarian-bloc/
https://thediplomat.com/2022/10/myanmar-is-the-leading-edge-of-digital-authoritarianism-in-southeast-asia/
https://thediplomat.com/2022/10/myanmar-is-the-leading-edge-of-digital-authoritarianism-in-southeast-asia/
https://thediplomat.com/2022/10/myanmar-is-the-leading-edge-of-digital-authoritarianism-in-southeast-asia/
https://www.justiceformyanmar.org/stories/nodes-of-corruption-lines-of-abuse-how-mytel-viettel-and-a-global-network-of-businesses-support-the-international-crimes-of-the-myanmar-military
https://www.justiceformyanmar.org/stories/nodes-of-corruption-lines-of-abuse-how-mytel-viettel-and-a-global-network-of-businesses-support-the-international-crimes-of-the-myanmar-military
https://www.biometricupdate.com/202211/fingerprint-biometric-scanners-from-mantra-coming-to-myanmar-border-control
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https://engagemedia.org/2023/myanmar-digital-coup-quarterly-august-october-2022/
https://engagemedia.org/2023/myanmar-digital-coup-quarterly-august-october-2022/
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https://www.frontiermyanmar.net/en/kbz-users-struggle-under-junta-surveillance/
https://www.kbzbank.com/wp-content/uploads/2019/05/KBZ-Huawei-partnership_ENG_20032018.pdf
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https://documents.un.org/doc/undoc/gen/g22/442/29/pdf/g2244229.pdf?token=Q7ZR7Ve5rZwlMyeUny&fe=true
https://www.myanmar-responsiblebusiness.org/news/mcrb-submits-input-ohchr-right-privacy.html
https://www.myanmar-responsiblebusiness.org/news/mcrb-submits-input-ohchr-right-privacy.html
https://www.myanmar-responsiblebusiness.org/pdf/Law-Protecting-Privacy-and-Security-of-Citizens_en_unofficial.pdf
https://www.tilleke.com/insights/myanmar-amends-legislation-on-the-privacy-and-security-of-citizens-amid-state-of-emergency/
https://www.tilleke.com/insights/myanmar-amends-legislation-on-the-privacy-and-security-of-citizens-amid-state-of-emergency/
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https://www.dataguidance.com/legal-research/electronic-transactions-law-2004
https://www.myanmar-responsiblebusiness.org/pdf/2019-Policy-Brief-Myanmar-ICT-Legal-Framework_en.pdf
https://www.myanmar-responsiblebusiness.org/pdf/2019-Policy-Brief-Myanmar-ICT-Legal-Framework_en.pdf
https://www.myanmar-responsiblebusiness.org/pdf/2022-01-14-cyber-law_draft.pdf
https://freeexpressionmyanmar.org/six-risks-from-myanmars-draft-cyber-security-law/
https://freeexpressionmyanmar.org/six-risks-from-myanmars-draft-cyber-security-law/
https://www.myanmar-responsiblebusiness.org/news/draft-cybersecurity-law.html
https://www.myanmar-responsiblebusiness.org/news/draft-cybersecurity-law.html
https://www.myanmar-responsiblebusiness.org/pdf/2019-Policy-Brief-Myanmar-ICT-Legal-Framework_en.pdf
https://www.myanmar-responsiblebusiness.org/pdf/2019-Policy-Brief-Myanmar-ICT-Legal-Framework_en.pdf
https://www.accessnow.org/myanmar-counter-terrorism-law/
https://myanmar-law-library.org/topics/myanmar-banking-law/fiml-laws/financial-institutions-law-2016.html
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https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf
https://www.ohchr.org/sites/default/files/Documents/Issues/TransCorporations/A.HRC.17.32.pdf
https://academic.oup.com/jhrp/advance-article/doi/10.1093/jhuman/huad011/7180193?utm_source=advanceaccess&utm_campaign=jhrp&utm_medium=email
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https://www.ohchr.org/Documents/Issues/DigitalAge/ReportPrivacyinDigitalAge/A_HRC_39_29_EN.docx
https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf
https://www.telenor.com/sustainability/responsible-business/human-rights/human-rights-in-myanmar/myanmar/public-statements/
https://www.somo.nl/complaint-accepted-against-norwegian-company-telenor-for-its-actions-in-myanmar/
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https://www.somo.nl/complaint-accepted-against-norwegian-company-telenor-for-its-actions-in-myanmar/
https://www.oecdwatch.org/complaint/somo-representing-474-myanmar-csos-vs-telenor-asa/
https://www.somo.nl/myanmar-citizen-files-data-protection-complaint-against-telenor-for-dangerous-breach-of-privacy/
https://www.regjeringen.no/no/tema/europapolitikk/tema-norge-eu/utenriks-sikkerhetspolitisk-samarbeid/fusp-erklaringer/2018/eu-erklaring-om-tredjelands-tilslutning-til-en-utvidelse-av-eus-restriktive-tiltak-mot-myanmarburma/id2604266/
https://www.justiceformyanmar.org/press-releases/telenor-group-violating-sanctions-through-installation-and-imminent-transfer-of-german-lawful-intercept-gateway
https://www.justiceformyanmar.org/press-releases/jfm-calls-on-israels-attorney-general-to-take-urgent-action-following-application-for-criminal-investigation-into-cognytes-business-in-myanmar
https://www.justiceformyanmar.org/stories/israeli-surveillance-firm-cognytes-business-in-myanmar-exposed
https://www.justiceformyanmar.org/stories/israeli-surveillance-firm-cognytes-business-in-myanmar-exposed
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https://www.justiceformyanmar.org/press-releases/jfm-welcomes-german-criminal-investigation-into-nd-satcom
https://www.justiceformyanmar.org/press-releases/jfm-welcomes-german-criminal-investigation-into-nd-satcom
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https://www.justiceformyanmar.org/press-releases/sanction-mytel-for-complicity-in-the-myanmar-militarys-crimes
https://www.justiceformyanmar.org/stories/israeli-surveillance-firm-cognytes-business-in-myanmar-exposed
https://news.kddi.com/kddi/corporate/csr-topic/2021/09/29/5443.html
https://www.sumitomocorp.com/en/jp/news/important/group/20210929
https://www.justiceformyanmar.org/stories/israeli-surveillance-firm-cognytes-business-in-myanmar-exposed
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https://www.oecd.org/investment/due-diligence-guidance-for-responsible-business-conduct.htm
https://www.myanmar-responsiblebusiness.org/sectors/ict.html
https://www.international-alert.org/publications/human-rights-due-diligence-conflict-affected-settings/
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https://www.bsr.org/en/our-insights/case-study-view/telenor-responsible-decision-making-in-myanmar
https://www.telenor.com/sustainability/responsible-business/human-rights/human-rights-in-myanmar/myanmar/public-statements/
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https://www.ohchr.org/sites/default/files/documents/publications/guidingprinciplesbusinesshr_en.pdf
https://www.securityhumanrightshub.org/sites/default/files/2019-10/ASHRC_Toolkit_V3.pdf
https://shiftproject.org/resource/doing-business-with-respect-for-human-rights/
https://shiftproject.org/resource/doing-business-with-respect-for-human-rights/
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https://www.myanmar-responsiblebusiness.org/news/mcrb-submits-input-ohchr-right-privacy.html
https://www.telenor.com/sustainability/responsible-business/human-rights/human-rights-in-myanmar/myanmar/authority-directives-since-1-february-2021/
https://www.telenor.com/sustainability/responsible-business/human-rights/human-rights-in-myanmar/myanmar/authority-directives-since-1-february-2021/
https://www.oecd.org/investment/due-diligence-guidance-for-responsible-business-conduct.htm
https://www.oecd.org/investment/due-diligence-guidance-for-responsible-business-conduct.htm
https://www.securityhumanrightshub.org/sites/default/files/2019-10/ASHRC_Toolkit_V3.pdf
https://www.securityhumanrightshub.org/sites/default/files/2019-10/ASHRC_Toolkit_V3.pdf
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